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I. Introduction

In 1948 George Orwell brought us the story of Winston and his subservience to Big
Brother, the so-called institutionalized benefactor who kept the public’s best interests in mind by
protecting the public from itself. >* Winston, like the rest of the citizenry, lived in front of
telescreens that conceivably monitored every motion and sound. There was no way of knowing
whether you were being watched at any given moment. How often the police monitored any
individual was a matter of speculation. It was conceivable that the government watched
everybody all the time. One thing was certain -- they could watch whenever they wanted to
watch. You had to live from habit in the assumption that every thing you did was observed.
Winston was fortunate in that the telescreen in his home was in an unusual position. Instead of
being placed where it could command the whole room, the telescreen permitted Winston to sit in
an alcove out of sight. In this little nook of privacy, Winston sat and opened a diary. The act
was not illegal per se, but would surely be punished by death or life in a forced labor prison if
detected. This technologically enabled police state probably seemed far-fetched in 1948, but
technology has advanced to the point where the realization of such an environment appears all
too possible.

Experience, as reflected in case law, has shown that law enforcement has always been
willing to exploit technology as far as the letter of the law will allow. The platitude, “The road
to Hell is paved with good intentions,” immediately comes to mind when one considers
technologies like the Shot Spotter and Facelt facial recognition software. While these
technologies on first impression seem like legitimate law enforcement tools, they could quickly
become Orwellian ears and eyes--telescreens made for monitoring our public spaces.

At times it is tempting to believe that as American citizens we enjoy a constitutional right



to privacy. No such guarantee exists explicitly in the Constitution — an implied penumbra being
the best that we can manage. Even the protection from unreasonable searches and seizures under
the Fourth Amendment hinges on the expectations of our society as a whole. The U.S. Supreme
Court in United States v. Katz held that the Fourth Amendment’s right to be free from
unreasonable searches and seizures applies to people and not places. > The Court also held the
Fourth Amendment’s requirement for a search warrant only applies to subjective expectations of
privacy that the society as a whole would recognize as reasonable or justifiable. Coincidentally,
the Court adopted this approach while technological advances were being made in eavesdropping
devices.

The purpose of this note is to consider the legality of the Shot Spotter and Facelt facial
recognition software and whether this government exploited technology has moved or blurred

the line between what is public and what is private.

I1. The Right to Privacy

There is no explicit right to privacy in the U.S. Constitution, but the Supreme Court has
found a limited right to privacy based on a jurisprudence of fundamental human rights. * The
Supreme Court has described this right as a “penumbral right” emanating from the First, Third,
Fourth, Fifth, Ninth, and Fourteenth Amendments. > The landmark decisions at the core of this
penumbra, Griswold v. Connecticut °, Roe v. Wade ', Whalen v. Roe ®, and Bowers v. Hardwick,’
were limited to certain rights of privacy and autonomy with regard to intimate life decisions like
whether to have children or to engage in consensual sexual relations. ' Arguably the most
explicit grant in the Constitution to be free from governmental intrusions is the Fourth

Amendment.

The Fourth Amendment states:

The right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures,
shall not be violated, and no Warrants shall issue, but upon
probable cause, supported by Oath or affirmation, and particularly



describing the place to be searched, and the persons or things to be
seized. "

One of the primary functions of the Fourth Amendment is to protect innocent citizens’ right to
privacy. The Fourth Amendment imposes limits on search-and-seizure powers in order to
prevent arbitrary and oppressive interference by enforcement officials with the privacy and
personal security of individuals. > “The overriding function of the Fourth Amendment is to
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protect personal privacy and dignity against unwarranted intrusion by the State. However,

“...the Fourth Amendment does not proscribe all searches and seizures, but only those that are
unreasonable.” '

The standard for determining whether a warrant is required has changed significantly in
the last century and the advancement of technology has played a major role in shaping the law.
Courts used to apply the warrant requirement of the Fourth Amendment rather literally.

Searches were conducted when the police trespassed into protected places or seized protected
things — persons, houses, papers, and effects. * The Supreme Court held in Olmstead v. United
States that surveillance, in this case a telephone wire tap, did not constitute a search because eyes
and ears, even when enhanced by technology, are not capable of trespass or seizing tangible
property. '* The Supreme Court changed its definition of a search in Katz, when the police,
without a warrant, attached microphones to the exterior of a phone booth in order to gather
evidence that an individual was engaged in bookmaking. The government, relying on Olmstead,
said the action did not constitute a search because nothing was seized and there was no physical
invasion of the phone booth."” The Court disagreed and held that the Fourth Amendment
protects people from warrantless searches when the government invades an individual’s
expectation of privacy and that expectation is one that society recognizes as reasonable. '® The
most significant element of the rule espoused in Harlan’s concurring opinion is determining
whether the individual’s subjective expectation is one that society recognizes as reasonable.

While this rule allows a great deal of flexibility, it can also be elusive and difficult to

apply. “...[W]hat makes an expectation ‘reasonable’ is itself a social construct, and the



conclusion that a[n]...expectation was or was not reasonable inevitably turns on more detailed
and subtle evaluations.” "

Two subsequent decisions dealing with expectations of privacy are Oliver v. United
States ** and California v. Greenwood. *' The U.S. Supreme Court in Oliver took one step of
many in determining what the boundaries of the public are and where the police may search
without a warrant. The Court held that an individual may have a justifiable expectation of
privacy in his or her curtilage, the area immediately surrounding one’s home, but not an open
field.

A person’s curtilage or the things within it are not totally free from scrutiny either. In
California v. Greenwood the defendant placed his garbage, contained in opaque garbage bags,
outside to be disposed of by the city’s waste disposal service. While the contents of the
defendant’s garbage may not have been readily apparent to the public, the Court said the
expectation was not one society would consider reasonable because anyone could open the bags
and examine the contents. *

The general rule of thumb arising from this string of decisions is that one may not have a

justifiable expectation of privacy in that which they knowingly expose to the public.

I1I. Technology Pushes the Boundaries

The government, particularly law enforcement, has always been keen to use technology
to enhance the visual, auditory, and olfactory senses of its agents in an effort to detect the
perpetration of crime. As new technologies are added to the government’s arsenal, the courts
have been repeatedly asked to balance the interests of the government in maintaining law and
order with the elusive and evolving expectations of privacy held by the public. But have the
courts’ decisions, delineating which methods of surveillance are permissible, only brought the
boundaries of the public to our attention or have they expanded the boundaries of the public
while diminishing our “zones” of privacy? Perhaps the courts have done both of these things.

The devices used by the government have ranged from the exceedingly low-tech to the



cutting edge. In United States v. Place the Supreme Court approved the use of drug-sniffing
dogs to inspect luggage, because it was a less intrusive alternative to opening all the bags and
society is not prepared to recognize a right of privacy in how luggage smells. » Likewise, the
Court in Jacobson v. United States upheld spot checks for cocaine through chemical analysis of
residue found on the exterior of luggage. Again, the Court was unwilling to recognize a right to
privacy in the exposed exterior of luggage. ** Chemical analysis of a paint sample taken from a
car left in a parking lot was upheld in Cardwell v. Lewis — again, because there was no justifiable
expectation of privacy in the exterior or the identity of the car. * In Smith v. Maryland the
Supreme Court upheld the use of a pin register by the police to monitor whom the defendant had
contacted via telephone. ** The Court held that while a person does have a reasonable
expectation of privacy in the contents of their telephone conversations, no legitimate expectation
of privacy in whom the defendant contacted by phone exists. The Supreme Court in Florida v.
Riley considered whether surveillance of a greenhouse, located in a residential backyard, from a
helicopter hovering at 400 feet constituted a search and held it was not because it was not
unusual for helicopters to fly overhead. Therefore, the defendant had no reasonable expectation
of privacy. ” As such, the government may document what they observe from high altitudes
through aerial photography, and the “slight” enhancement of human vision does not implicate
any constitutional concerns. **

Technology continues to advance and the police continue to take full advantage of it.

Two recent examples are the Shot Spotter and Facelt facial recognition software.

IV. Orwellian Ear in the Making?

The Shot Spotter is a product specifically designed for and marketed to law enforcement
as an “early warning system” for reporting gunfire. * A California-based corporation, Trilon
Technology, produces the Shot Spotter. ** The system consists of a network of microphones,
approximately 8 per square mile, positioned on rooftops and telephone poles. *' The

microphones are then fed into a central computer. The microphones pick up the everyday sounds



of the neighborhood, such as car horns, barking dogs, backfiring cars, etc. *> When a particularly
loud acoustic spike is detected, the computer establishes the location of the sound within an area
of twenty feet through a mathematical process known as triangulation. ** The computer basically
determines the microphones' relative positions to the gunshot by calculating the difference in
time between the individual microphones detecting the gun shot. ** Upon determining the
location, the computer displays where the shot originated on a map of the neighborhood. The

* With this information police dispatchers can

process takes the computer seconds to complete. *
direct officers to the scene.

Several newspaper descriptions of the Shot Spotter state that the microphones are hidden,
which is somewhat misleading. ** The microphones are elevated for the primary purpose of
covering a wide area. Officials have been resistant to disclosing the exact locations of the
microphones, fearing that they might become the targets of gunfire. *” However, the police have
recognized that in order for the Shot Spotter to deter people from discharging firearms, then the
public must necessarily be aware that the system is there and works. Publicity about the system
has intensified since the system was installed. ** But rather than relying on the media to inform
the public of its existence, at least one law enforcement agency has gone so far as to launch a
door-to- door campaign to alert residents that the police are able to monitor and locate gunfire. *

The Shot Spotter can also be used in conjunction with the automated telephone system
Dialogic’s Communicator. * Once the computer has established the location of the shot,
Communicator calls every available telephone number in that area and plays a recorded message
such as, “Shots have been fired in your neighborhood. Have you heard anything?” *'
Communicator compiles which homes have been contacted and re-dials the numbers where it
received no response. ** It also records the responses to automated questions about the shooting
and has the ability to transfer people to a live dispatcher. *

Listening systems have been considered by Cincinnati, Ohio * and Oak Cliff, Texas *

and utilized in: Redwood City, California *; Willowbrook County, California *’; and San Mateo

County, California. *



Citizens have voiced their concerns that the microphones might pick up conversations. ¥
The manufacturer insists that the system’s recording capabilities are triggered only by extremely

loud, explosive sounds and limited to eight-second intervals. ** A Trilon spokesman said:

We aren’t interested in anything other than gunfire and we don’t
listen to anything other than gunfire and we can’t hear anything
other than gunfire. So it’s not an issue of privacy for us. Someone
who’s shooting a gun in the air, from our perspective, has given up
their right to privacy. '

Citizens are not the only ones concerned. Van Jones, Executive Director of the Ella
Baker Center for Human Rights, has called the technology a slippery slope leading to a camera
and microphone on every public street corner. ** “Then everybody would be safe. But nobody
would be free. And that’s the danger-- that we’re moving in the direction now where we’re
pushing law enforcement into creating a surveillance security state.” *

Jeff Chester of the Center for Media Education called the Shot Spotter, “The first visible
example that we’re creating an infrastructure of surveillance...I think this kind of intrusive
technology goes beyond prudent police work. This community eavesdropping is a very
dangerous concept.” **

Constitutional rights attorney Scott Greenwood stated that he doesn’t “...believe the
government for a moment when it says it would listen only for certain sounds.” > He added that
microphones infringe on the public’s ability to engage in activities protected by the Constitution
and suggested the money spent on the system would be put to better use by hiring more officers.
56

Greenwood’s criticisms may be valid. While the Shot Spotter may not be presently
configured to record conversations, it may be capable of modification for other uses. The
computer is programmed to record in response to stimuli from non-discriminating microphones,

and computer programs can be altered. One author has envisioned using these listening beacons

as a means of detecting other crimes and enforcing intellectual property rights. >’



The Shot Spotter doesn’t lead to many arrests for the unlawful discharging of a weapon.
¥ After a year of testing in Redwood City, California, the system alerted dispatchers 66 times. *
Twenty-one of the reports resulted from gunfire, twelve were from unknown explosions, and
fifteen were unidentified. ® The remaining eighteen reports were not investigated by an officer
at all. ®" In Willowbrook, California the Shot Spotter reported nine shootings on a street in less
than four months, resulting in only one arrest.

Trilon Chief Executive Officer Bruno Kaiser stated that the Shot Spotter’s benefits
extend beyond finding people firing weapons, but that the system serves as a deterrent. ® The
primary emphasis by police in Redwood City has been prevention. ** The general consensus is
that the Shot Spotter has reduced the number of random shots fired where utilized, but could it
deter people from engaging in constitutionally protected activities like speech?

V. Just Making Conversation

The contents of conversations are precarious. When engaging in conversation, a speaker
assumes the risk that the listener will not honor the speaker’s expectation of confidentiality and
may reveal the contents of the conversation. ® In Hoffa v. United States a government informer
went to Jimmy Hoffa’s hotel room to gather information. Hoffa, assuming the informer had his
best interests in mind, made incriminating statements. The informer was then entitled to testify
to Hoffa’s statements, because Hoffa’s expectation of privacy was not reasonable. The U.S.
Supreme Court extended Hoffa in United States v. White by holding the use of a recording or
transmitting device does not bring the Fourth Amendment into play, because all it does is
substantiate what the listener would testify to anyway. ® While the determinative focus on place
was deemed misguided by the Supreme Court in Katz, place is still a factor to be considered
when determining whether a conversation is protected through a reasonable expectation of
privacy. ¢

Case law stands for the proposition that the government is listening — and we should be
aware of that fact. The Second Circuit in United States v. Mankani upheld the technologically

unaided eavesdropping of an adjacent motel room, reasoning that it was not a search when an



officer is lawfully present at a certain place and detects something through his natural senses. **
Moreover, U.S v. Agapito held that an agent could lawfully stand with his ear pressed against an
adjoining hotel wall and that such action could be reasonably anticipated by the occupants. *
The Agapito court reiterated the stance taken in United States v. Llanes in which the Second
Circuit permitted the police, who were standing in a hallway, to testify to overheard statements

made by a defendant while in his apartment. "

[A]n individual who speaks in a tone audible to a person outside
his door does not have a reasonable expectation of privacy.
Although the defendant expected that conversations spoken in his
apartment would be private, his expectation of privacy was not
reasonable. He took the risk that the conversations would be
overheard by others. We did not consider it onerous to hold the
defendant to such a risk, observing that “(t)he risk of being
overheard by an eavesdropper. . . is probably inherent in the
conditions of human society. It is the kind of risk we necessarily
assume whenever we speak.” "'

While Mankani, Agapito and their underlying precedents dealt with the expectation of
privacy in hotel rooms and homes, the expectation of privacy in conversation conducted in
public places is more precarious. The Mankani court stated, “Just as what an officer sees when
lawfully present is considered nonintrusive plain view, what he hears while so stationed is
similarly not a search and seizure and is thus per se lawful.””> “Therefore, there is an accepted
loss of privacy when one occupies a public place, somewhat akin to a conversation in the street,
and the intervention of a human ear in those surroundings is the kind of intrusion one should
anticipate.” (emphasis added)”

Indeed, there appears to be no federal prohibition against electronic eavesdropping in
public places like streets or parks. If federal case law offers no protection against eavesdropping
on publicly held conversation, federal statutes offer no alternative refuge. Title III of the
Omnibus Crime Control and Safe Streets Act of 1968 regulates the technological interception of
wire, electronic and oral communications. Oral communications is defined by Title III as, *“...any

oral communication uttered by a person exhibiting an expectation that such communication is
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not subject to interception under circumstances justifying such expectation...” which brings our
analysis right back to Katz.™

A reasonable expectation of privacy in the contents of a publicly conducted conversation
may be theoretically possible. In Katz Justice Stewart pointed out the key is whether the
defendant sought to exclude “the uninvited ear.” ” But how is one to exclude prying ears in

public in any practical sense? Even if we are to whisper, the courts may be leery of trying to

draw any bright-line rules regarding how the level of one’s voice effects expectations of privacy.

In essence, the [defendants’] argument is that eavesdropping is
permissible only when the speaker takes the risk of speaking
loudly but not when the speaker uses normal tones audible only to
an ear pressed to the door. Granted, the argument has a surface
appeal; one who speaks in a normal tone may have a more
reasonable expectation of privacy than one who speaks loudly. On
the facts of this case, however, we find the argument to be
unpersuasive. ’°

In order to keep a statement private, the declarant may be forced to delay uttering what he

intends to say until he is indoors — and away from doors, windows and thin walls.

VI. Another Face in the Crowd

The creation and installation of an audio surveillance network like the Shot Spotter can
easily be construed as a piecemeal step towards the creation of a telescreen, monitoring the
public, when combined with Facelt facial recognition technology. Surveillance cameras are
nothing new to the American public. The first two public uses of video camera surveillance
were by the cities of Hoboken, New Jersey, in 1966 and Mount Vernon, New York, in 1971 as a
means of improving the crime rate of downtown business and shopping districts. 77 Frequently
the use of video surveillance is used to the same extent as the cop on the beat, to prevent and
detect crime. ”* More than 60 urban centers in the U.S. use video surveillance in public places
for law enforcement purposes. The city of Baltimore, Maryland initiated a program in 1996 with

the objective of having 200 cameras monitoring 200 city blocks. ” The proliferation of video
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cameras has caused some to speculate that anonymity in a sea of faces will become a thing of the

past. ¥ One journalist commented:

So, as surveillance expands, it has the effect of enlarging the reach
of the police. Once it becomes possible to bank all these images,
and to call them up by physical typology, it will be feasible to set
up an electronic sentry system giving police access to every
citizen’s comings and goings. *'

This vision has been realized and is being used. Like so many other technologies developed by
the military, face recognition technology has been adopted by law enforcement to monitor the
streets and there appears to be no federal impairment barring American law enforcement from
doing so.

A company in Jersey City, New Jersey named Visionics Inc. has developed a face-
recognition system capable of comparing one photo with millions of photos in a database and
selecting a match. * The Visionics’s program entitled Facelt mimics the way people recognize
faces.

The human brain is bombarded with information, and our brains automatically eliminate
redundant information and remember only unique features in order to identify objects or people.
% Facelt video cameras capture a face and are fed into a computer which identifies people by
their facial features. Visionics concluded there are 80 unique landmarks on a face, which include
eye sockets, cheekbones and the bridge of the nose. The computer measures these landmarks
and their relationship to one another. Since each face has it own unique pattern, with the
exception of identical twins, the computer is able to distinguish one person from another by
referencing the person’s face against a database of known people. While the program potentially
has 80 landmarks to work with, the computer only has to match 14 to make a reliable
identification. ® The software ignores changeable characteristics like: hair color, hair style,
lighting, and facial expressions. * On May 7, 1999 Visionics announced that their Facelt

surveillance system has been benchmarked at 12 million comparisons per minute. *
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Mass monitoring via facial recognition technology was first used in England as part of a
five-year initiative to reduce crime and anti-social behavior. * The police in Newham, a borough
of London, have installed 250 closed circuit video cameras through the streets and connected
them to the Facelt system. ® As pedestrians go about their business, their faces are being
scanned and compared to a database of known criminals. When a match is made, the computer
alerts law enforcement.

Bob Lack, who manages security technology for the borough of Newham, has stated,
“We don’t regard ourselves as ‘Big Brother.” We’re more like a friendly uncle and aunt
watching over you.” *

Joseph Atick, president of Visionics, said the system’s real value lies in its deterrent
effect. *° He also stated the facial recognition system strikes a balance between individual privacy
rights and society’s expectation of public safety. He insisted that law abiding citizens have
nothing to fear, as the system will disregard their countenance upon determining their absence
from the database. *'

The system has reduced incidents of crime in Newham and has met with approval from
Prime Minister Tony Blair. ** In fact, Newham has received a grant to upgrade and expand the
system as part of a 33 million-pound national closed circuit television camera initiative. **

Public mass monitoring through facial recognition technology was first used in the
United States in January, 2001 in Tampa, Florida in an effort to shore up security at Super Bowl
XXXV.* As 100,000 spectators and employees passed through the turnstiles of Raymond
James Stadium, each face was compared to a database with over 1,700 known criminals and
international terrorists. > Super Bowl security used a facial recognition system similar to Facelt
called FaceTrac. * After the game the general public was informed of the use of the facial
recognition technology to mixed reaction, with the nickname “Snooper Bowl” being coined.

While the arguably exigent circumstances of the Super Bowl as a terrorist target may
justify the limited use of facial recognition technology, no such circumstances exist for its

continued use. Yet, Tampa Bay has seen fit to continue to monitor the streets of Ybor City, a
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night life district, with a 36 camera Facelt system in place. ® The Ybor area is one of the city’s
busiest tourist attractions and is in close proximity with some of the city’s high-crime
neighborhoods. * The City Council passed the motion to implement the Facelt system without
debate or public hearing. ' The system was implemented as a crime prevention tool, similar to
the system in place in Newham, England, but Tampa Bay is also using the system to look for
run-away children and to discourage under-age drinking. '*' The police are considering
expanding their system to other parts of Tampa Bay.

Jack Walters, a board member of the Tampa Bay chapter of the American Civil Liberties
Union (ACLU), said, “This is Big Brother actually implemented. I think this just opens the door
to it being everywhere.” '

Mr. Walters may be right. The city of Virginia Beach, Virginia is seeking a state grant to
implement a facial recognition network. '

To some extent state governmental bodies are already using facial recognition
technology. West Virginia uses a face recognition system to prevent people from acquiring
drivers licenses under a fraudulent name. '™ Massachuset’s welfare agency uses face recognition
software to prevent multiple claims by the same person. ' The Los Angeles Sheriff’s
Department caught a mugger by comparing a sketch with 30,000 mug shots in its database. '*
Additionally, the Maryland Department of Public Safety and Correctional Services and Arlington
County law enforcement in Virginia have awarded contracts to a leading biometric provider
with the intention of combining facial recognition with a mugshot database to aid with the
booking process. '

U.S. government officials are considering their own uses for this technology. Timothy
Biggs, Section Chief of biometrics for the Immigration and Naturalization Service (INS),
believes replacing fingerprinting with facial recognition technology would speed up the process
of crossing the U.S. border. ' Brian Wall, Director of the Security Services for the International
Air Transport Association, commented that the technology would not only speed up the process

of international travel, but would also contribute to its safety. '*
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While these limited uses of facial recognition software go legally unchallenged,
American law enforcement appears to be free under federal law to use facial recognition
technology to its fullest. The Fourth Amendment is a limitation against unreasonable searches
and seizures, but mass monitoring through the use of Facelt does not rise to the level of a search
under Fourth Amendment jurisprudence.

Objections could be made to the use of Facelt by U.S. law enforcement on the grounds
that it invades an individual’s expectations of privacy in their face or movements, but those
arguments would fail. Coinciding with the rationale in Katz that a person has no reasonable
expectation of privacy in that which they knowingly expose to the public, the U.S. Supreme
Court in Davis v. Mississippi held that taking fingerprints for identification purposes was
permissible. ''* In Davis the fingerprints were excluded from evidence, not because they invaded
any right of privacy, but because they were the product of an illegal detention.'"" The Court in
Davis recognized that the fingerprinting process might, “under narrowly defined circumstances,
be found to comply with the Fourth Amendment even though there is no probable cause in the
traditional sense.” ' Federal courts have applied this reasoning to other means of identification,
like handwriting and voice exemplars, with identical results. In United States v. Dionisio the
Supreme Court, when accessing whether voice exemplars amounted to a search or seizure under
the Fourth Amendment, compared them to face exemplars and concluded that a person has no
reasonable expectation of privacy in either their face or voice. ' Both are constantly exposed to
the public. Because Facelt does not involve any detention, the requirement of probable cause, or
even the lesser standard of reasonable suspicion under Terry v. Ohio, federal law poses no barrier
to American law enforcement’s identical use of facial recognition technology.

Likewise, the Supreme Court held that a person may not have a reasonable expectation of
privacy in their movements while in public. In United States v. Knotts the police were permitted
to track a suspect’s movement through the use of a “beeper.” ''* The Court held that the Fourth
Amendment was not implicated because visual surveillance of the defendant’s movements from

public places would have yielded the same information.
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Facelt’s present ability to recognize people in public by their faces could conceivably be
augmented by other abilities. Once passersby have been identified, it would be exceedingly easy
to create a database of which individuals associated with each other. Additionally, Loronix
Information Systems and TASC, Inc. have announced their partnership to develop behavioral
recognition software. ' Video cameras could be fed into a software program capable of
identifying certain types of behavior or gestures. '

VII. The Harm of Mass Monitoring

Mass monitoring of the public, while possibly reducing crime in the areas where it is
utilized, could have serious negative implications on our society. The enjoyment of privacy is

not the only thing that would suffer. Widespread monitoring hinders discourse and spontaneity.

Free discourse — a First Amendment value — may be frivolous or
serious, humble or defiant, reactionary or revolutionary, profane or
in good taste; but it is not free if there is surveillance. Free
discourse liberates the spirit, though it may produce only froth. The
individual must keep some facts concerning his thoughts within a
small zone of people. At the same time he must be free to pour out
his woes or inspirations or dreams to others. He remains the sole
judge as to what must be said and what must remain unspoken.
This is the essence of the idea of privacy implicit in the First and
Fifth Amendments as well as in the Fourth. '’

A key concept of social control theory is the authority of the observer over the observed,
with the result that those subject to scrutiny are less likely to express themselves in ways that

might distinguish them or draw attention. '**

Privacy is the basis of individuality. To be alone and be let alone,
to be with chosen company, to say what you think, or don’t think

but to say what you will, is to be yourself. Solitude is imperative...
119

Another concern is the effect on the right to free association. Social psychologists assert
that video taping political events can affect the participant’s self-image because of the

association between surveillance and criminality. " The result is a discouragement at the
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individual level to participate in political demonstrations. '*!

VIII. Conclusion

It is probably fair to say that the American public’s expectations of privacy have been
diminished since the Katz decision. At the very least, we are concerned. Ninety-two percent of
respondents answered a Harris-Westin poll in 1997 saying that they were concerned about
threats to privacy, the highest result since the poll began in the 1970s. '**

Advancements in eavesdropping technology have the effect of lowering our expectations
of privacy, which in turn makes it procedurally easier for the government to use the technology
to observe its own citizens. Since current federal jurisprudence presents no impairment to the
mass monitoring of the public, how is the American public to prevent such a thing from
happening?

To some extent we can trust the institutions of government to set a policy against mass
monitoring. When the state of Michigan converted to digitized photos, which could be stored in
a database, a decision was made by the policy division of the Secretary of State’s office not to
incorporate facial recognition technology because of the privacy concerns implicated. '*
Likewise, an Orlando city commissioner led a movement in 1996 to do away the city’s street
surveillance system because privacy might suffer from a lack of restrictions on the system. '**

Some members of the federal government have expressed their concerns about mass
monitoring. U.S. House Majority Leader Dick Armey said in regards to Facelt, “Do we really
want a society where one cannot walk down the street without Big Brother tracking our every
move?” '** Armey called for congressional hearings on the subject and an investigation into the
use of federal funds in the development of facial recognition technology. '*

Rather than placing our trust in governmental entities to follow the same policy struck by
Michigan and Orlando, the better course for insuring the privacy we enjoy in public places would
be to raise our objections to mass monitoring through our respective legislatures. By doing so,
the public would be declaring to the government what their expectations are with regard to

privacy in public places. Such an approach would probably meet with less resistance from the
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judicial system. When the dispute in Olmstead was before Justice Taft, he stated his reluctance
to attribute “an enlarged and unusual meaning to the Fourth Amendment” and suggested that if a
right to privacy in telephone conversations was to be recognized, then Congress was free to do
so. 7

Sixty years passed from the Olmstead decision to the passage of the Omnibus Crime
Control and Safe Streets Act, which addressed telephone surveillance. Better late than never.

Hopefully, the legislatures of this nation will address the issue of mass monitoring of public

spaces in a more timely fashion.
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